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1. Heas peanusanuu nporpaMmbl

Hacrosimass nonosnHuTensHas npodeccHoHadbHas MpOrpaMMa IMOBBIMICHUS KBalupuKauu «OCHOBBI
ceTeBbIX TexHoorui. Yactp 2 (v.2)» mpeaHa3HadueHa ISl JIUI], UMEIONINX CpeHee mpodecCuoHaIbHOE U (HIIN)
BbICIIee 00pa3oBaHue, 100 JIHLL, TOTYYAOIUX CpeHee IpodeccuoHaIbHOe U (MIIN) BhIclIee 0Opa3oBaHue.

ConepkaHre TPOrpaMMbl HANpPaBJICHO Ha Oosiee yrIyOJIeHHOE 3HAKOMCTBO C OCHOBaMH PalOOThI
KOMIIBIOTEPHBIX CETEM, OCHOBBIBAsICh HA 3HAHUSAX, [TOJIyYEHHBIX U3 Kypca « OCHOBBI CETEBBIX TEXHOIOTMH. YacTh
I (v.1.2)».

[Tporpamma pazpabGorana B coorBercTBUM ¢ D3-Ne273 «O6 obpazoBanuu B PD» ot 29.12.2012r.,
npukazom Munoopuayku Poccum ot 01.07.2013 N 499 (pen. ot 15.11.2013) ”O6 yrtBepxknenuu [lopsiaka
OpraHu3alMM U OCYLIECTBICHHUS 00pa30BaTENbHON JAEATEIBHOCTU IO JIOMOJHUTEIbHBIM MPO(eCcCHOHATBHBIM
nporpammam”, npukazom Muntpyna Poccun ot 13.10.2014 N 7161 ”O0 yTBepxkaeHHH TPO(HECCHOHATHEHOTO
cranfapta “MeHepkep MO0 HHGPOPMALMOHHBIM TexHojorusam™ (3apeructpupoBaHo B MuHniocte Poccun
14.11.2014 N 34714), npukazom Muntpyna Poccum ot 18.11.2014 N 896 “O06 yTBepKIeHUU
npodeccuoHanbHoro cra"gapra ~ChenuanucT Mo HH()OPMAIMOHHBIM cucTeMaM’’(3aperucTpupoBaHO B
Muntocte Poccun 24.12.2014 N 35361), npukazom Muntpyna Poccun ot 31.10.2014 N 866H (pen. ot
12.12.2016) ”00 YTBEPXKIACHUU npogecCroHaIbHOTO cTaHiapra “HHxeHep CBSI3U
(TenexommyHukanuii)“ (3apeructpupoano B Muntocte Poccun 28.112014 N 34971), npukazom MuHTpyzaa
Poccun ot 05.10.2015 N 688n ” OO0 yTBepkaeHuu mnpodeccuoHaIbHOro crangapra ~CHenuaiiucT o
TEXHUYECKOH MOAepk)Ke HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX CHUCTeM (3aperucTpupoBaHo B MuHIOCTE
Poccun 22.10.2015 N 39412), npukazom Muntpyna Poccum ot 05.10.2015 N 684n OO0 yTBepkIeHUU
npodeccuoHanbHOr0  craHaapra CHUCTEMHBIH  aJAMHUHUCTPATOp HMH(POPMAIMOHHO-KOMMYHHUKAITMOHHBIX
cuctem* (3apeructpupoBano B Muntocte Poccun 19.10.2015 N 39361)

CrpemurensHoe pasButHe I[T-rexnomormii TpeOyer OOHOBIICHHS COAEp)KaHUS MPOQecCHOHATBHBIX
MPOrpaMM B CBSI3U C MU3MEHEHHMSMH MOTPEOHOCTEH JTUYHOCTH, OOIIECTBa U rOCyJapcTBa B JOMOTHUTEIBHOM
oOpa3zoBanuu. BcenencrBue vero ¢GopMupyercss COIHMAIbHBIN 3aKa3 B CHCTEME MOBBIIICHHUS KBATU(UKAIIH
WHXCHEPOB, BBIPAKAIOIIMNCA B TpeOOBaHMSIX K MOBBIIICHUIO MPOGECCUOHATBLHOW KOMIETEHTHOCTH
CHenuaimcTa, padoraronero B cgepe nHPOKOMMYHHUKAIIUH.

L1esib 1OMOIHUTENBHOM PO ECCHOHATBHON TPOrpaMMBbl ITOBBIIIEHUS KBATU(pUKAMKY « OCHOBBI CETEBBIX
texHojoruii. Yacte 2 (v.2)» — oOecneuuTsh ciymaTelied HeOOXOMWMBIMH 3HAaHUSMU M HaBBIKAMH JUIS
MIOCTPOCHHUS, HACTPOUKHN U 0oOcmykuBanus [P-cereit manoro u cpenHero pasmepoB. B mporpamme moapoOHO
pa3o0paHbl Takue TEMBbl KakK: OOIIME CBENEHHS] O CETeBBIX YCTPOMCTBAX, MPHHUIMUI PabOThl KOMMYTaTOPOB,
MapIIpyTHU3aTOPOB, Oa30Basi HACTPOMKA CETEBBIX YCTPOUCTB, MPUHIIUIIBI pa0OTHI CTATUYECKON MapUIpyTH3AIUU
Y IMHAMHUYECKOW MapupyTH3auy Ha ocHOBaHUH poTokoioB RIP u OSPF, npunimn hopMupoBaHus CIIMCKOB
KOHTPOJISI IOCTYTa, MPUMEPBI CXeM PEe3EePBUPOBAHUS CETU HAa PA3HBIX UEPAPXUUYECKUX YPOBHSAX U MPOTOKOJIOB
pe3epBUPOBAHUS.

Jnis peanuzanuu ey NporpaMMbl HEOOXOAUMO PEUIUTh KOMILJIEKC 3aa4:

* cnocoOCTBOBAaTh BHEAPEHHUIO B YUEOHBII MPOIECC COBPEMEHHBIX d((EKTUBHBIX METOAUK MPOBEICHHS
71a060paToOpHBIX PaboT, KOTOPbIE MO3BOJISIIOT BBIMOJHATH CIOXHBIE 3aJJaHUSI Ha PA3IMUHBIX TOMOJOTHSIX

CeTH;

e obecreyuTh 00Illee MOHUMaHUE CIyIIaTeIsIMU epcrekTuB pa3Butus UT-otpaciu.
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2. TpeGoBaHus K pe3yabTaraM 00y4eHH S

[TporpaMmMa HampaBiieHa Ha MPUOOPETEHUE CITyIIATENSIMU 3HAHUH, YMEHUN M HABBIKOB, HEOOXOIUMBIX
JUISL KAUEeCTBEHHOT0 U3MEHEHHUs MPO(ecCHOHAIBHBIX KOMIIETEHIIMM B paMKax UMEoIencs: KBalu(UKaInu.
Bun npodeccronanbHoil AeITenbHOCTH: A IMUHUCTPUPOBAHUE MH(POPMAIMOHHO KOMMYHHUKAIIMOHHBIX
(MHGOKOMMYHUKAIIMOHHBIX ) CUCTEM.
B pe3ynbrate ocBoeHUS y4eOHOH NONOTHUTENBLHON MPOoQeCcCHOHANTBHON MPOTpaMMbI TTOBBIIIICHUS
kBanmuukau « OCHOBBI CETEBBIX TeXHOIOTHI. YacTh 2 (v.2)» chaymiarens JOJKEH:
yMeTh:
® [POU3BOAUTH 0A30BYIO HACTPOHKY 000PYI0BAHHUS C TOMOIIBIO KOMaHIHON CTPOKH;
® [IPOM3BOJMTH HACTPOHKY MPOTOKOJIOB Mapuipytusamnuu: RIP, OSPF;
® [POU3BOJAUTH HACTPOIKY IPOTOKOIOB KommyTauu: STP, LACP;

* MIPOU3BOJUTH HACTPOMKY npoTokoia Syslog.

3HATh:

pa3ianurs MeXa1y KOMMYTaTOPOM U MapuIpyTU3aTOPOM;

IIPUHLIUIIBI paOdO0Thl TEXHOJIOTUH U poTokosioB kommyTtanuu: STP, VLAN, TRUNK;
MPUHLIKIIBI paboThl TexHoIorui u mporokonos: ACL, DHCP, NAT;

IIPUHLIUIIBI pa0OThI IPOTOKOJIOB MapLIPyTU3ALIUN;

paboTy 1 00s3aHHOCTH TEXHUYECKON MOIICPKKU.

BJIA/I€Th:

® HaBbIKaMU 0A30BOTO IJIAHUPOBAHUS U IPOCKTUPOBAHUS CETH;

® HaBbIKAMHU CO3JaHUS U KOH(QUTYPUPOBAHUS CETEBBIX MHTEP(EICOB MapIIPyTU3ATOPA;

® HaBbIKAMU KOHPHUTYpUPOBaHHUA 0OMEHa MapIIPYTaMH C IOMOILBIO CETEBBIX MTPOTOKOJIOB JUHAMHYECKOM
Mapupytusauu RIP, OSPF;

4 6330BBIMI/I HaBbLIKaAMU IMOUCKA U YCTPAHCHUA H€HCHpaBHOCTeﬁ.

HopMmartuBHas Tpyno€MKoCcTh 00y4eHHUs IO JAHHOM MPOrpaMMe COCTaBIseT 72 Yaca, BKIIOYAET BCE BUJIbI
ayJIMTOPHOU pabOTHI CITyIIATENsl, BpEMs, OTBOJIMMOE Ha KOHTPOJIb KAU€CTBA OCBOEHUS CIIyIIATENIEM [IPOrPAMMBI.

OOydeHue Mo mMmporpaMMe 3aBepIIaeTCs UTOrOBOM aTrTecTanuel ciymateneid. Dopmoil arrectanuu
ABISICTCS (PUHAIBHBIA TECT M UTOTOBOE MPAKTHUECKOE 3aJaHHE.

JluuaMm, ycnemHo OCBOMBIIMM JAHHYIO MPOrpaMMy M IPOILUEAIIMM HUTOTOBYH) aTTECTAlLlMIO, BBIIAIOTCS
JOKYMEHTHI O KBaJTU(UKAIIMU: YIOCTOBEPCHHE O MOBHIIICHUN KBATU(UKAIIHH.

JluuaM, He OCBOMBLIMM JaHHYH0 IpPOrpaMMy M HE MPOMIEAIIMM WTOTOBYIO aTTECTALIMIO, BBLAAECTCS
CIpaBKa O IPOCIyLIMBAaHUM Kypca I10 IaHHOM IporpaMme.
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Y4eOHbIH IUIAH
MPOrPAMMBI MTOBBITIICHUS KBATU(PUKAITAN
«OcHOBBI ceTeBbIX TexHosoruil. YacTs 2 (v.2)»

&) +7(383)274-48-02 [ info@academy.eltex.ru

Y4eOHblif TUIaH JOTOJHUTENHHOM MPOGECCHOHATBHONW MPOTrpaMMbl TOBBIMICHUS KBATH(PHUKAIIUU
«OcHOBBI ceTeBbIX TexHojoruil. Yacte 2 (v.2)» mpeaHasHaueH i CIEAYIOUIMX KAaTErOpUil CIlyllaTesei:
WHKEHEPBI COMPOBOXKICHUS U TEXHUUYECKON MOANEPKKH, CIEIUATHCThI TEXHUYECKUX U MHXKEHEPHBIX CIYKO,
CUCTEMHBIC aJIMHHHUCTPATOPHI, a TaKXKe JUIa, MMCIOIIHE cpeaHee mnpodeccnoHalbHOe W (MJIM) BBICIICE
oOpa3zoBaHue, 100 I, MOTYYAIONINX CpeaHee MpodeccHoHaNbHOE U (MJIH) BhICIIee 00pa3oBaHHe.

Cpok o0yueHus — 72 vaca.

dopma 00yueHns — ouHast popma 00yUeHHs (C OTPBIBOM OT PabOTHI).

(c ompwigom om pabomel, 6e3 ompuléa om pabomel u m.o.)

Ne HaumeHnoBaHue pa3iesioB Bcero, B Tom uncie:
HacoB Teopus HpakTnyeckue/
(mexkuum) JabopaTopHbie padoThl

1. |OGmue CBEICHHUS 0 CETEeBBIX 4 3 1
yCTpOMCTBAX.

2. | KoMMyTaTopsl ¥ KOMMYTaIHs. 4 3 1

3. | MapuipyTusaropsl. 4 1

4. | MapmipyTuzanus ¥ TUIIbI 4
MapIIpyTU3ALNH.

5. | Ctatudyeckas U TUHAMUYECKas 8 4 4
MapIIpyTU3aIHSL.

6. | IP-cepBuCHI. 9 6

7. | CiuCKU KOHTPOJISL JOCTYIIA. 5 2

8. | MacmrabupyemMocTh U U30bITOUHOCTD 8 4 4
JIOKAJIBHOM CETH.

9. |I'nmobGampHas ceTh. 3 3 -

10. | MOHMTOpUHT U yIIpaBJICHHE. 8 3 5

11. | ITouck u ycrpaneHH€e HENOJAA0K. 3 3 -

12. | Texuuueckas noaaepxka u 3 3 -
MJIAaHUPOBAHHE CETH.

HroroBas arrecranus 5

Hroro: 72 39 28
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Y4eOHO-TeMaTHYECKHUIl IJIaH
MPOrpaMMbl MOBBIIIECHUS KBAIU(UKAIIUN
«OcHOBBI ceTeBbIX TexHOJOrui. Yacts 2 (v.2)»
B Tom uncJe:
Neo HaumeHoBaHue pa3neioB u TeM Bcero, | Teopus | [paxruyeckne/
1aCOB | jeknum | 1a00paTOPHBIE
padoThI

1. |OOmue cBeieHNs O CeTEeBbIX YCTPOIiCTBAX. 4 3 1
1.1. |Metoapl nocTyna K CETEBOMY YCTPOMUCTBY.
1.2. |O630p mapmpyTtuszatropoB ESR.

1.3. | YcrpoiictBo mapuipytuzaTtopa ESR.

1.4. |O630p kommyTaTopoB MES.

1.5. | YcrpoiictBo kommyTaropoB MES.

1.6. | OG30p OGecrpoBOTHOTO 0OOPYIOBAHUSI.

2. |KomMmyTaTopbl H KOMMYTaLMS. 4 3 1
2.1. |KommyTarusi.
2.2. | Tabnuna KOMMyTaITUH.
2.3. |HMHTepdeiicl KOMMyTaTOpA.
2.4. |Buptyanbnbie nokanbHbie cetd (VLAN).
2.5. |IlopTel focTyna U MarucTpaibHbIE IOPTHI.
2.6. |ba3oBas HacTpoliKa KOMMYTaTOpA.

3. |MapumpyTu3atopsl. 4 3 1
3.1. |ba3oBas HacTpoiika Mapuipytuzaropa ESR.
3.2. |IIpoBepka coeTUHEHUS.
3.3. | ABTopu3zanus, ayTeHTU(PHUKAIHS U yUeT.

4. 'MapmipyTu3auusi M TUIIbI MAPIIPYTU3AIUH. 8 4 4
4.1. |Pemenue o nepecbuIKe MaKETOB.
4.2. | Tabnuira MapuIpyTHU3aIiu.
4.3. |MapupyTu3anus rnakera.
4.4. |Mapumpytuzanus mexay VLAN.

5. | CraTnyeckasi 1 JMHAMHYECKAS MAPLIPYTH3aLHS. 8 4 4
5.1. |Cratudeckue MapuipyThl.
5.2. | JluHamMHuYecKue MapuIpyThl.
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5.3. |IIpotokon RIP.
5.4. |TIpotoxon OSPF.
6. |IP-cepBuCHI. 6
6.1. |I[IpoTokos TMHAMUYECKON KOH(HUTYpaIuu y3Ia.
6.2. |IIpeoOpazoBaHue CETEBBIX aJIPECOB.
6.3. | IIpoTokoJ CETEBOr0 BpEMEHH.
7. | CnHCKM KOHTPOJISI A0CTyNA. 2
7.1. |O6mue ceenenust 06 ACL.
7.2. | Tunbl CIUCKOB KOHTPOJISI TOCTYIIA.
7.3. |Kondwurypamus ACL.
7.4. |Haznauenue ACL Ha untepdeiic.
7.5. |IlpoBepka u quarnoctuka ACL.
7.6. |PenaxtupoBanue ALC.
7.77. | JIOOJIHUTENBHBIE MAaTEPUAIIBI.
8. |MacmradupyeMocTh U U30BITOYHOCTDH JTOKAJILHOM 4
ceTH
8.1. |HUepapxuueckue ceTH.
8.2. |IIpoTokon cBsa3yroriero AepeBa (Spanning Tree Protocol,
STP).
8.3. | Arperamnms kaHajaoB — Link Aggregation.
8.4. |M30bITOuHOCTH Ha ypoBHE L3.
9. |I'nobanbHas ceTh. -
9.1. |OOmue cBeneHUs.
9.2. |Cetb oneparopa CBs3H.
9.3. | TexHonoruu noBepx ApPyrux.
10. |MoOHUTOpPMHI H yIpaBJieHHe. 5
10.1. | [TpoToxon oOHapyxkeHHs kaHaIbHOTO YpoBHs (LLDP).
10.2. | 3epkamupoBanue Tpaduka.
10.3. | CucTeMHBbIi KypHaJ.
10.4. |Cornamenue 06 ypoBHE 00CITy>)KUBaHUSI HHTEPHET
MIPOTOKOIA.
10.5. | Pe3epBHOE KOMTMpPOBaHUE U BOCCTAHOBJICHHE.
11. |Ilouck m ycTpaHeHHe HENOJIAA0K. -
11.1. |TIpouenypa nmoucka u yCTpaHeHHs HEMOJIAIOK.
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11.2. |Ommbku Ha KOMMYTaTOpax.

11.3. |OmmOku Ha MapIIpyTU3aTOpaX.

11.4. Ilouck u ycTpaHEeHHE HEMOJIAA0K CBsI3U B ceTsx IP.

12. |Texnmueckasi NOAJePKKa U IVIAHUPOBAHUE CETH. 3 3 -

12.1. |PaGoTa TexHu4eckoi noanepxku MaTepHeT-npoBakiaepa.

12.2. | IInanupoBaHue OOHOBJIEHHUS CETH.

HTorosas arrecranus 5 - -
HTroro: 72 39 28

3ansaTus npoBoasTcs 9 yueOHbIX JHEH Mo 8 akageMudeckux 4acoB uiau 3 yueOHbIe Heenu 4 pa3a

B HEJIENIO 10 6 akaleMUYECKHUX YacoB.
VYyeOHast Henenst He NPUBS3aHA K Hadally WM OKOHYAHHUIO y4eOHOIro M KaJIeHAApHOTO Toja.
®opMUpOBaHKE IPYIIIIBI CAYIIATENEH MPOUCXOAUT B TEUEHUE BCETO KAaJEHAAPHOTO ToAa.
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Y4eOHast nporpaMMa noBblieHUs KBaTUu(PpuKanuu «OCHOBBI CeTeBbIX TEXHOJIOTHI.
Yacrsp 2 (v.2)»

HaumenoBanue Onucanue Bpems
Tema: 1. O0mue cBeieHUs1 0 CeTeBBIX YCTPOMCTBAX. 4 yaca
Onucanue: 1.1. MeTtonb! focTyna K CETEBOMY YCTPOWCTBY. 3 gaca

1.1.1. [TogkmroueHue K CETEBOMY YCTPOUCTBY.
1.2. O630p mapmpyTtuzatopoB ESR.

1.2.1. Mogenu ESR n ux xapakTepuCTHKH.
1.3. YerpoiictBo mapmipytuzatopa ESR.

1.3.1. KOHCTpYKTUBHOE HCIIOJIHEHUE.

1.3.2. 3arpy3ka MapmpyTu3aTopa.

1.3.3. ®aiinbl KOHPUTYpaLHH.

1.3.4. Komannnas ctpoka MapmpyTtusaropa ESR.
1.3.4.1. PexxuMbl KOMaHIHON CTPOKH.
1.3.4.2. [lepexntoueHre MEXy peKUMaMH.
1.3.4.3. CtpykTypa KOMaHzI.
1.3.4.4. CnpaBKM KOMaHJJHOW CTPOKH.

1.3.5. Mexanu3m commit u confirm.

1.4. O630p kommyTatopoB MES.
1.4.1. Mogenu MES 1 nx XxapakTepuUCTHKH.
1.4.2. ®ynkuunonan kommyTtatopoB MES.
1.5. YerpoiictBo kommyTaTtopoB MES.

1.5.1. KoHCTpYyKTHBHOE HUCIIOTHEHHE.

1.5.2. 3arpy3ka KOMMyTaTopa.

1.5.3. daiinel KOHpUTYpaIIH.

1.5.4. KomannHas ctpoiika kommyTtaropa MES.
1.5.4.1. PexxumMbl KOMaHIHON CTPOKH.
1.5.4.2. IlepexntoueHne MEXIY peXUMaMH.
1.5.4.3. CnpaBKM KOMaHJHOW CTPOKH.

1.6. O630p GecpoBOAHOTO 0OOPYAOBAHMSL.

1.6.1. Mozaenu u XapakTepUCTUKH.

1.6.2. TTapameTpbl 6€CIIPOBOTHOTO MOAKIIOUEHUSI.
1.6.2.1. Memnto Radio.
1.6.2.2. MeHnto Vap.

JlaGopaTopnas: |1.1. 3HakoMCTBO ¢ 000pyIOBaHHEM M BUPTyaJIbHOM JabopaTopueii PnetLab. | 1 gac

Bomnpocnr: 1. Kakue cereBble yCcTpoiCTBa ObUIM PACCMOTPEHBI B I1aBe?
2. 3ayeM HY>KHbI KOHTEKCTHBIE TTOJICKA3KHU?

HaumenoBanue Onucanue Bpems
Tema: 2. KoMmMyTaTopbl 1 KOMMYTAI[Usl. 4 gyaca
Onucanmne: 2.1. KommyTranus. 3 gaca

2.1.1. JlomeHBI KOJIITU3UMA.

000 «Mpeagnpusatue «3JITEKC» Poccusn, 630047, r. HoBocmbupck yn. OkpyxHas, 29B

B VHH 5410108110 [ KM 541001001 B academy.eltex.ru



dKaeMusd
= €ELTEX

&) +7 (383) 274-48-01 E, +7 (383) 274-48-02 [ info@academy.eltex.ru

2.1.2. JlomeHsI mMpoKoBemaTeabHol paccbuiku (broadcast domains).
2.2. Tabnuirta KOMMYTAIIHH.
2.2.1. ®yHKIMOHUPOBAHUE TAOJIUIBI KOMMYTALIHH.
2.2.2. TlpocMOTp 1 ympaBiieHHE TaOIUIEH KOMMYTAIUH.
2.3. UnTepoeiicsl koMMyTaTopa.
2.3.1. Untepdeticel ypoBHs L2.
2.3.2. Untepdoeiics! ypoBHs L3.
2.3.2.1. ®usnyeckue UHTEpHENCh ¢ ycTaHOBIEHHbIMU [P-
azpecamu.
2.3.2.2. UnTepdeticer SVI.
2.3.2.3. Nurepdeticel oOpatHoii netiu (loopback).
2.4. Buptyanbnble nokanbHble cetd (VLAN).
2.4.1. llpunuuns! pabotsl VLAN.
2.4.2. Tlponiecc TerupoBaHust KaapoOB.
2.4.3. Unentudukarop VLAN.
2.4.4. Co3nanue u ynaienue VLAN.
2.4.5. Ilpeumymiectsa VLAN.
2.4.6. Tuner VLAN.
2.5. IlopTsl mOCTYyNa ¥ MarucTpajibHble HOPTHI.
2.5.1. TlopTsr pocTyta.
2.5.2. Haznauenue noptoB B VLAN.
2.5.3. Y nanenue nopra gocrymna u3 VLAN.
2.5.4. MarucrpanbpHble OPTHI.
2.5.4.1. ®yHKIIMOHUPOBAHUE MaruCTPaJIbHOIO TIOPTAa.
2.5.4.2. HererupoBaHHbIi TpapuK Ha TPAHKOBOM HOPTY.
2.5.4.3. Kongwurypaius TpaHKOBBIX TIOPTOB.
2.6. bazoBas HacTpolika KOMMYyTaTOpa.
2.6.1. TlogkmoueHne K KOMMYyTaTopy.
2.6.1.1. IlopxiroueHne M0 KOHCOJBHOMY HOPTY.
2.6.1.2. TloaxnroyeHUe MO 3alMIIeHHOMY TpoToKory SSH.
2.6.1.3. [loaxmouenue nocpenctsoM Web-unrepdeiica.
2.6.2. lms ycTpoiicTBa.
2.6.3. banHepHbIe COOOIICHUSI.
2.6.4. bezonacHOCT, KOMMYyTaTOpA.
2.6.4.1. YopaBieHue KOMMyTaTOPOM Ha OCHOBE POJIEH.
2.6.4.2. Co3naHue u yJajieHue YYeTHBIX 3aIuceit
MOJIb30BaTENEH.
2.6.4.3. BpeMeHHOE MOBBILLIEHUE YPOBHS IPUBUIIETUI
M10JIb30BATES.

JlagopaTopuasi: |2.1. Coznanue u ynaneane VLAN — pexxumsl access U trunk. 1 gac

Bomnpocher: 1. YeM oTnuvaeTcs KOHIEHTPATOP OT KOMMyTaTopa?
2. Yto takoe VLAN?
3. Yewm oTamvaeTcs mopT AOCTyIa OT MaruCTPaJbHOTO mopTa?
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HaumeHnoBaHue Onucanue Bpems
Tema: 3. MapumipyTH3aTopsl. 4 yaca
Onucanue: 3.1. ba3oBas Hactpoiika mapupyTtusatopa ESR. 3 yaca

3.1.1. [lepBoe BKJIIOUEHHE MapIIPyTU3ATOPA.

3.1.2. Hactpoiika MIMEHH yCTpOICTBA.

3.1.3. Hacrpoiika [P-agpeca na unrepdetice.
3.1.3.1. Hactpoiika ¢pusznueckoro unrepdeiica GigabitEthernet.
3.1.3.2. Hactpoiika untepodeiica Loopback.
3.1.3.3. Hactpoiika Sub-unrepdeiica.
3.1.3.4. Hactpoiika QinQ-unrepdeiica.

3.1.4. Illnr03 mociegHed HageKObL.

3.1.5. Y nanenHoe yrnpaBieHHE MapLIPyTU3aTOPOM.

3.1.6. Hactpoiika naTel 1 BpEMEHH.

3.1.7. banHepHbIE COOOIICHMS.

3.2. IIpoBepka COeIMHEHHUS.

3.2.1. Coobmenus ICMPv4.

3.2.2. TecTupoBaHuUE JOKAJIBHOTO y3JIa.

3.2.3. TectupoBaHue yIaJeHHOTO y3Ja.

3.2.4. TecTupoBaHUE MyTH.

3.3. ABTopu3anus, ayTeHTU(PUKALMS U YUET.
3.3.1. OOmiue nousitust AAA.
3.3.2. Co3gaHue 1moJyib30BaTesl.
3.3.3. biokupoBKa MOJb30BATEIA.
3.3.4. 3ammTa ¢ MOMOIIBIO ayTEHTU(DUKAIIHH.
3.3.5. [Taponu Ha nunuu Console, Telnet u SSH.

JladopaTopnasi: |3.1. ba3zoBast HacTpoiika MapIIpyTHU3aTOPA. 1 gac

Bomnpochr: 1. Yto Takoe MapuipyTuzaTop?
2. 3aueM HacCTpauBalOTCs YPOBHU INPUBUIIETH M10JIb30BATEIIO?
3. Jlns gero Hy»xeH sub-uaTEepdeic?

HaumenoBanue Onucanue Bpems

Tema: 4. MapupyTu3anus U TUIILI MAPIIPYTU3ALMH. 8
4acoB

Onucanue: 4.1. Pemienue o nmepechbuIKe MaKkeToB. 4 qaca

4.1.1. AIropuT™M IPUHATHS PELLICHUS.
4.1.2. Metpuxka (Cost).
4.1.3. [Ipennourenue (Preference).
4.1.4. banancupoBKa Harpy3KH.
4.1.5. OnTumanbHbII MapuIpyT.
4.1.6. MexaHu3Mbl IEPECHIIKN MAKETOB.
4.2. Tabnuiia MapuIpyTU3aIUH.
4.2.1. UcTouyHUKH TaOIUIIEI MapIIPYTH3AIUH.
4.2.2. 3anucu TabIUIBI MAPIIPYTU3AMUH HATIPSIMYIO MTOIKITFOUEHHBIX

000 «Mpeagnpusatue «3JITEKC» Poccusn, 630047, r. HoBocmbupck yn. OkpyxHas, 29B

B VHH 5410108110 [ KM 541001001 B academy.eltex.ru



dKaeMusd
= €ELTEX

&: +7 (383) 274-48-01 E, +7 (383) 274-48-02 [ info@academy.eltex.ru

CeTeM.
4.2.3. 3anucu TabauIBl MapIIPYTU3ALNUY yIaJeHHbBIX CEeTEeH.
4.2.4. Anpec cienyroiero nepexoaa.
4.2.5. TepMuHbI TaOJIUIIBI MAPIIPYTH3ALIAH.
4.2.6. Ilpumep TabIUIBI MapIIPYTU3AIUH.
4.3. MapuipyTtuzanus rnakera.
4.3.1. IlyTp makera no ceTu.
4.3.2. OTnpaBka makera.
4.3.3. Ilepecbuika Ha ClIeAyIOLIUNA TEPEXO/.
4.3.4. JlanpHeiiee IBUKCHUE MTAKeTa.
4.3.5. JlocTkeHHE MeCTa Ha3HAUYCHUS.
4.4. Mapmipytuzanus mexxagy VLAN.
4.4.1. IIpoGnemsl MapuipyTuzauuu Mexay VLAN.
4.4.2. TpaJuLIMOHHBIN METO/1 MapILIPYTU3ALIUH.
4.4.3. Meton Router-on-a-Stick (ROAS).
4.4.4. MapmpyTtuzamus yepe3 kommyTaTtop L3.
4.4.5. Ilpumep KOH(MUTYpALUU MAPIIPYTU3ALMH IO TPATULIUOHHOMY
METOY.
4.4.6. ITpumep HacTpoiiku MapupyTH3auuu MeroaoM Router-on-a-
Stick.
4.4.7. ITpumep HaACTPOMKHU MapUIPyTH3ALUHU YE€pPE3 KOMMYTAaTOP
ypoBHs L3.

Jladoparopnasi: |4.1. Mapuipyruzanusa mexay VLAN. 4 yaca
4.2. Mapmpytuzanust mexay VLAN ¢ ncnons3oBannem Router-on-a-Stick.
4.3. Cratuueckast MapuIpyTH3aLHUs.

Bonpocsr: 1. Yro Takoe preference?

2. Kak Oyner nepechbliaTh akeThl MapIIPyTU3aTOP, €CIIH OH UMEET
HECKOJIBKO 3aIuceil B TabJuIle MapuIpyTH3alui B CETh HA3HAYCHUS C
paBHBIMU preference u cost?

HaumenoBanue Onucanue Bpems
Tema: 5. Ctatuveckasi M JMHAMUYECKAs MapIIPYTU3aIUsl. 8 yacos
Onucanue: 5.1. Cratuueckue MapupyThl. 4 yaca

5.1.1. 3agaun craTUYeCKOW U JMHAMUYECKON MapIIpyTU3ALHUH.
5.1.2. CpaBHEHME CTaTUYECKUX U TUHAMUYECKUX MapIIPyTOB.
5.1.3. CuHTaKkcHuc CTaTUYECKOro MapuIpyTa.
5.1.4. Tunsl 3anUceil MapIIpyTOB.
5.1.4.1. Cratnyeckuii MapupyT.
5.1.4.2. Cratudeckuil MapuipyT Mo yMOJYaHHMIO.
5.1.4.3. CymMapHbIil CTaTUYECKHUI MapLIpyT.
5.1.4.4. IInaBaromuii CTaTU4ECKUA MapIIpyT.
5.2. JIuHaMu4ecKkue MapupyThl.
5.2.1. Vctopust NpOTOKOJIOB MapLIpyTU3aLUH.
5.2.2. KOMIOHEHTHI TPOTOKOJIOB MapIIpyTHU3AIIUH.
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5.2.3. XapaKkTepuCTUKHU MPOTOKOJIOB JUHAMUUYECKON MapUIpyTH3aL1H.
5.2.4. Knaccuduxaius npoToKOJIOB JUHAMHUYECKON MapUIpyTH3aIUH.
5.2.4.1. Knaccudukanus no Ha3HAYCHHIO.
5.2.4.2. Knaccudukanus no NpuHIMILY pabOoThI.
5.2.4.3. Knaccudukanus no Ki1accoBoMy MOBEICHHIO.
5.3. [Ipotokon RIP.
5.3.1. O6uwme cBeaenus o RIP.
5.3.2. [Ipunnun paboThl MPOTOKOJIa HA OCHOBE TUCTAHIIMOHHO-
BEKTOPHOI'O aJITOPUTMA.
5.3.2.1. 3amyck mpoTOKoOJIa MOCJIE€ BKIIOUYEHHUS TUTAHUS.
5.3.2.2. CereBoe 0OHapyXeHUE.
5.3.2.3. OOMeH JaHHBIMU MapLIPYTU3ALIUH.
5.3.2.4. O6ecnieueHne CXOJUMOCTH.
5.3.3. Anroput™m bennmana-®oppa.
5.3.4. ®opmar coobmenus: RIPv2.
5.3.5. Hacrpoiika mporoko:a RIP.
5.3.5.1. Cozpnanue u HacTpolika mpouecca RIP.
5.3.5.2. Hactpoiika Ha uHTEpdEiice.
5.3.5.3. OObsBrIEHHE CETEM.
5.3.5.4. IlaccuBHbIi HHTEpEIC.
5.3.5.5. MexaHu3Mbl IPOTUB NETEb.
5.3.5.6. Taiimepsl.
5.3.5.7. IIpoBepka KOH(UTYpALUH.
5.3.6. Ilpumep Hactpoiiku RIP.
5.4. Ilporokon OSPF.
5.4.1. O6uwme cenenust o OSPF.
5.4.2. ITpuniun paboThl MPOTOKOJIA HA OCHOBE AJITOPUTMA 110
COCTOSTHUIO KaHaJa.
5.4.2.1. COop maHHBIX.
5.4.2.2. O6HapyXeHue COCeIeH.
5.4.2.3. Co3maHne nakeTa COCTOSHHUS KaHaa.
5.4.2.4. JlaBuHHas1 pacchlKa.
5.4.2.5. Co3ganue 0a3bl JaHHBIX.
5.4.2.6. Co3znanue aepeBa KpaT4auimnx myTeu.
5.4.2.7. lobaBneHue Ty4IIux MapuIpyToOB B TaOIHUILY
MapILpyTU3ALHNH.
5.4.3. Anroput™m JleKkcTphI.
5.4.4. Komnonentst OSPF.
5.4.4.1. ba3pl JaHHBIX U TUIILI IAKETOB.
5.4.4.2. CocTostHusl.
5.4.4.3. Tunsl MapuIpyTU3aTOPOB.
5.4.4.4. Tunsl o0nacTew.
5.4.4.5. Tunsl 3anucei.
5.4.4.6. Tunsl cereit.
5.4.4.77. Ponu MapuipyTU3aTopoB.
5.4.4.8. Boioop DR.
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5.4.5. ®opmar coobmenuss OSPFv2.
5.4.5.1. ®opmar nakera npusetrcTBus (Hello).
5.4.5.2. ®opmar maketa onucanus 6a3bl nanHbix (DBD).
5.4.5.3. ®opmar naketa 3anpoca 0a3bl naHHbBIX (LSR).

5.4.5.4. ®opmat makeTa OOHOBJICHHS COCTOSIHUS KaHala
(LSU).

5.4.5.5. @opmat nakeTa NOATBEPKACHUS COCTOSHUSA KaHala

(LSAck).
5.4.6. Hactpoiika OSPF.
5.4.6.1. Coznanue mporecca OSPF.
5.4.6.2. Bxmouenue OSPF na unrepdeiice.
5.4.6.3. Tunsl coceacTBa U ayTeHTU(PUKALMS.
5.4.6.4. O0bsBIEHNE CETEH.
5.4.6.5. Taiimepsl.
5.4.6.6. [IpoBepka KOH(UTYpALTUH.
5.4.7. llpumep nactpoiiku OSPF.

JlabopaTopHasi:

5.1. Cratnueckas MapLIpyTU3aLus ¢ UCIIOIb30BAaHUEM CYMMapHOIo U
IJIaBAOILETO MApIIPYTOB.

5.2. lunamuueckas MapipyTusanus 1no nporokoiy RIP.

5.3. Ilunamudeckas MapiipyTtusanus no nporokoiay OSPF.

4 gaca

Bomnpocsr:

1. Kak 3apath cratuueckuili Mmappyt?
2. B xakoM npoTokosie npuMeHsieTcs anroputMm JlenkcTpsel ?
3. B kakom nipoTokoiie mpuMeHsercs npotokon bennmana-dopra?

HaumenoBanue

Onucanune

Bpems

Tema:

6. IP-cepBuCHI.

9 yacos

Onucanue:

6.1. IIpoTokon TMHAMHYECKOW KOH(PUTYpaIUU y3Ja.
6.1.1. DHCP nns [Pv4.
6.1.1.1. ITpuaIMT paGOTHI.
6.1.1.2. ®opmat cooOIIeHMS.
6.1.1.3. CooOmienre oOHapYKEHUS U TIPEITTIOKCHHS.
6.1.1.4. DHCP relay.
6.1.2. Hactpoiika DHCP-knuenTa.
6.1.3. Hactpoiika DHCP-cepsepa.
6.1.4. Hactpoiika DHCP-peTrpancnsaropa.
6.1.5. IIposepka DHCP.
6.2. IIpeoOpa3oBaHne CETEBHIX AIPECOB.
6.2.1. O6ume xapakrepuctiuk NAT.
6.2.1.1. Ilpeanoceuiku k co3ganuo NAT.
6.2.1.2. Tepmunosiorus u npuHuui padborsr NAT.
6.2.1.3. IlpeumyniecTBa U HEAOCTATKH.
6.2.1.4. Tuns! npeoOpazoBanust NAT.
6.2.2. Hactpoiika NAT.
6.2.2.1. Hactpotika Source NAT.

3 gaca
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6.2.2.2. Hactpoiika Destination NAT.

6.2.3. [IpoBepka NAT.

6.3. [IpoToKOJI CETEBOTO BPEMEHM.

6.3.1. ITporokosn NTP.
6.3.1.1. O6mas napopmanus o nporokosne NTP.
6.3.1.2. Anroputm Map3yiuio.
6.3.1.3. Uepapxust NTP.
6.3.1.4. KoMaH1pl HACTPOMKHU.
6.3.1.5. JIluarnoctuka.
6.3.1.6. IIpumep Hactpoiiku NTP.

JlaGopatopHnas: |6.1. Hactpoiika npoTtokona ntuHamuuyeckoi koHdurypauuu yzina (DHCP). 6 yacos
6.2. HacTpoiika mpoToKoJia THHAMAYECKOW KOH(PHUTYpaIiu y3i1a ¢
ucnonb3oBanueM perpancistopa (DHCP relay).

6.3. HacTtpoiika MmexaHu3MoB IipeoOpa3oBanusi ceTeBbIX aapecoB (NAT).
6.4. Hactpolika CHHXpOHHM3AIL[M1 MapIIPyTU3aTOPa C CEPBEPOM CETEBOTO
Bpemenu (NTP).

Bomnpocsr: 1. ns gero HyxeH nporokosn DHCP?
2. Kakyro nmpobiieMy ynanock pemuTs ¢ npuMeHeHneM NAT?

HaumenoBanue Onucanue Bpems
Tema: 7. CHHCKH KOHTPOJIS 10CTymA. S yacos
Onucanue: 7.1. O6mue ceenennst 00 ACL. 3 yaca

7.2. Tumbl CIMCKOB KOHTPOJISI TOCTYyTIA.
7.2.1. Knaccuukanusi CliucKoB KOHTPOJIS JOCTYTIA.
7.2.2. Cranpaptasie ACL.
7.2.3. Paciinpennsie ACL.
7.2.4. Pexomenganuu 1o co3mannto ACL.
7.2.4.1. OT 9acTHOTO K 001IEMY.
7.2.4.2. Ot Gonee MPUOPUTETHOTO K MEHEE MPUOPUTETHOMY.
7.3. Koudurypamus ACL.
7.3.1. Koudurypanus crannaptasix ACL.
7.3.1.1. Coznanue crangaptaeix ACL.
7.3.1.2. Ilpumep coznanus cranpaptHoro ACL.
7.3.2. Koudurypanus pacummupenabix ACL.
7.3.2.1. Coznanue pacmmpenubix ACL.
7.3.2.2. IIpumep co3nanus pacmupernsoro ACL.
7.4. Haznauenue ACL Ha uHTEepdeiic.
7.5. IlpoBepka u nuarnoctuka ACL.
7.6. PenaxktupoBanue ACL.
7.6.1. I3menenue onucanust ACL.
7.6.2. JlobaBnenue, yaaneHue U JeaKTUBALIUS TPABUIL.
7.6.3. VI3meHeHue yCIoBUi U IEHCTBUI B IPaBUJIaX.
7.7. IoNOJIHUTEIbHBIE MAaTEPUAIIBI.
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=/ ELTEX
Jla6opaTopnasi: |7.1. CozmaHue criuckoB KOHTPOJIS JocTyna Ha Mapiipytuzarope (ACL). 2 4aca
Bomnpochbr: 1. Uto Takoe mpaBUIIO HESIBHOTO 3arpeTa’?

2. Yto Takoe CUCOK KOHTPOJIS AOCTyma?
3. OTnuyme CTaHAapTHOTO CIUCKA OT PACIIMPEHHOTO?

HaunmenoBanue Onucanne Bpems
Tema: 8. MacmTadupyeMoCcTh M U30BITOYHOCTD JIOKAJILHOM CETH. 8 yacos
Onucanue: 8.1. Mepapxuueckue ceTH. 4 yaca

8.1.1. OcobeHHOCTH MJIaHUPOBAHUS CETEN pa3IMYHOro MacuTada.
8.1.2. Cnenmanuzanus CETEBBIX YCTPOUCTB.

8.1.3. KoMMyTaTOph! YpOBHS JOCTYIIA.

8.1.4. TpeboBaHMs K KOMMYTaTOpaM YpPOBHS AOCTYyIA.
8.1.5. YpoBeHb arperamuu.

8.1.6. TpeboBaHMsI K KOMMYTaTOpaM YpOBHS arperaum.
8.1.7. YpoBeHns siapa.

8.1.8. TpeboBaHust K KOMMyTaTOpaM YpOBHS s/pa.

8.1.9. JlomeH oTKa3a.

8.1.10. MacmtabupyemMocTb CeTH.

8.1.11. Pe3epBupoBanue u N30bITOUHOCTD.

8.1.12. Pe3epBupoBaHue TOUEK JOCTYTIA.

8.1.13. Pe3zepBupoBaHue Ha ypPOBHE JIOCTYTIA.

8.1.14. PezepBupoBaHue Ha YPOBHE arperarum.

8.1.15. PezepBupoBaHue U U30BITOUHOCTh HAa YPOBHE s/Ipa.
8.1.16. Mepapxuueckas CETh C pe3€pBUPOBAHUEM.

8.2. IlpoTtoxoun cBs3ytomero aepesa (Spanning Tree Protocol, STP).
8.2.1. IlpoGnemsl pu 0Opa3oBaHUU MeTeNb Ha ypoBHe L2.
8.2.2. IIpenoTBpatienue nerens Ha ypoBHe L2 u npotokon STP.
8.2.3. BeiOOpBI KOPHEBOTO MOCTA.

8.2.4. Ponu noptoB B poTokosie STP.

8.2.5. Cocrostnus noptos B STP.

8.2.6. U3menenune Tononoruu STP.

8.2.7. Hacrpoiika nporokosia STP Ha kommyTaTopax MES.
8.2.8. IMpunmun padotst RSTP.

8.2.9. I'pannunslie (edge) u HerpanuuHelie (non-edge) MOPTHI.
8.2.10. Hactpoiika npotokosna RSTP na kommyTtatopax MES.
8.2.11. Multiple Spanning Tree Protocol (MSTP).

8.2.12. Hactpoiika npotokona MSTP na kommyrtaropax MES.

8.3. Arperanus kananoB — Link Aggregation.

8.3.1. [IpuHiuns! paboThl arperaluy KaHajioB.

8.3.2. Cratuueckas arperanusi KaHaJoB.

8.3.3. lunamuueckast arperamnus kaHanos. [Iporokon LACP.
8.3.4. HacTpoiika pe>kuMOB pabOThl KaHAJIbHBIX HHTEP(EHCOB.

8.4. 36b1TOYHOCTH Ha ypoBHE L3.

8.4.1. Heo6xouMOCTh pe3epBUPOBaHUS 1UTI03a 10 YMOJIYAHUIO.
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8.4.2. Ilpunnun pa6oter VRRP.
8.4.2.1. lybnupoBaHue MapuIpyTH3aTOPOB.
8.4.2.2. CuHXpoHMU3a1Usl MapLIPyTU3aTOPOB.
8.4.2.3. CocTosiHUS MapLIPYTU3aTOPOB.

8.4.3. Komanas! HacTpoiiku VRRP.

8.4.4. IlpuoputetHoe BriTecHeHue (Preempt).

8.4.5. Inarnoctuka VRRP.

8.4.6. IIpumepsnl HacTpoiiku VRRP.

JlaGopatophnas: |8.1. Hactpoiika npotokona cas3yromero aepesa (RSTP). 4 yaca
8.2. Hactpoiika npoTokona ymnpasienus arperamnueit kanaiaos (LACP).
8.3. Hacrpoiika npoTokosa pe3epBUpPOBaHUS BUPTYaIbHOTO
mapupytuzaropa (VRRP).

Bomnpocsr: 1. Haznauenue nporokosa STP?

2. Kaxue ornmnuus npotokona STP ot RSTP?
3. Ha3znauenue texnonoruu LAG?

4. Kakoe HazHaueHue npotokosa VRRP?

HaumeHnoBanue Onucanue Bpems
TeMma: 9. I'modanbLHadA ceTh. 3 yaca
Onucanue: 9.1. OO01e cBeaeHUS. 3 yaca

9.1.1. XapakTepucTUKH r7100aIbHOM CETH.
9.1.1.1. Tonnonorun WAN cereii.
9.1.1.2. KomMyTanus KaHajaOB U NAKETOB.
9.1.1.3. WAN B mozgenu OSI.
9.1.1.4. TepmuHONOTHSA TI00ATHHON CETH.

9.1.2. MacurtabbI ceTei.

9.2. Cetb oneparopa CBsI3H.

9.2.1. TexHonorum BHYTpH OIIEPATOPaA CBS3H.
9.2.1.1. IS-IS.
9.2.1.2. MPLS.
9.2.1.3. QoS.

9.2.2. TexHONOrMM NOAKIOYEHHS MEXKAY OIEpaTOPaMH.
9.2.2.1. SONET u SDH.
9.2.2.2. CWDM u DWDM.
9.2.2.3. WAN Ha ocHose Ethernet.

9.2.3. TexHonmoruu NOAKIIOYCHHSI a0OHEHTOB.
9.2.3.1. Tenedonubie THHUH.
9.2.3.2. KaGenpHOE NOIKIIOUEHHE.
9.2.3.3. Ethernet.
9.2.3.4. becripoBOiHbIE TEXHOJIOTHUU.
9.2.3.5. CiyTHUKOBas CBSI3b.

9.3. TexHOI0rUM NOBEPX APYTHX.

9.3.1. PPP.

9.3.1.1. LCP u NCP.
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9.3.1.2. PAP u CHAP.
9.3.1.3. PPPoE.
9.3.1.4. MTU.

9.3.2. TyHHENMpOBaHHUE.
9.3.2.1. GRE.
9.3.2.2. IPsec u VPN.
9.3.2.3. DMVPN.

JlaGoparopHasi: |—

Bomnpocnr: 1. Kakue TeXHOI0ruM NoJIKI0YEHHS KIIMEHTOB K ceTh MHTepHeT
CYILIECTBYIOT?
2. Kakue mpoTokoJibl paboTaroT moBepx TexHosioruu PPP?

HaumenoBanue Onucanue Bpems
Tema: 10. MoHMTOpPHUHT M yNIpaBJieHHUE. 8 wacos
Onucanue: 10.1. TIporoxon obHapyxeHus kaHanpsHoro yposus (LLDP). 3 yaca

10.1.1. OOume cBeneHU.
10.1.2. ®ynkumonupoBanue npotokosia LLDP.
10.1.3. Hacrpoiika LLDP nHa yctpoiicTBax Eltex.
10.1.3.1. BximroueHne/OTKIIIOUEHUE T100aIBHO U Ha
OTICIBHBIX MTOPTAX.
10.1.3.2. Hacrpoiika Taiimepos nepenauun LLDPDU.
10.1.3.3. Hactpoiika nepenaBaemoi nH(popmaIuu.
10.2. 3epkanupoBanue Tpapuka.
10.2.1. JlokanbHOE 3epKaIupOBaHUE.
10.2.2. Y nanenHoe 3epKajipoBaHUE.
10.2.3. Hactpoiika SPAN (J10KkaapHOTO 3epKATUPOBAHUSA).
10.2.4. Hactpoiika RSPAN (yaaneHHOT0 3epKaTupOBaHus).
10.2.5. ITpoBepka SPAN.
10.3. CucreMHBIi KypHaJl.
10.3.1 Xapakrepuctuku Syslog.
10.3.2. [Ipunnun padotsr Syslog.
10.3.3. ®opmar cooOmieHusl.
10.3.4. Hacrpoiika Syslog.
10.3.5. ITpoBepka Syslog.
10.3.6. [Ipumep Hactpoiiku Syslog.
10.4. Cornamenue o0 ypoBHE 00CITyKUBAaHUS MHTEPHET MTPOTOKOJIA.
10.4.1. Xapaxrepuctuku Eltex IP SLA.
10.4.2. ITpunmun padotsr [P SLA.
10.4.3. bazoBas kordurypanus Sender.
10.4.4. bazoBas kounpurypamus Responder.
10.4.5. IIposepka Eltex IP SLA.
10.4.6. ITpumep nactpoiiku Eltex IP SLA.
10.5. Pe3epBHOE KOMMPOBaHUE U BOCCTAHOBIICHHUE.
10.5.1. msa ¢aitna korduryparmm.
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10.5.2. Pe3epBHOE KOMMPOBAHKE C TOMOIIBIO TEKCTOBBIX (DaiiyioB.
10.5.2.1. Pe3epBHOE KOMMUPOBAHUE C TOMOIIBIO 3aXBaTa
TEKCTa.

10.5.3. Pe3epBHoe konupoBanue ¢ momonipo TFTP.

10.5.4. PezepBHOe konupoBaHue ¢ nomoipio USB-nopTos.

10.5.5. ABTOMaTHYECKOE PE3EPBHOE KOMMUPOBAHHE.

10.5.6. [Ipumep HaCTpOIKU PE3EpPBHOIO KOMPOBAHUS

KOH(UTypariuH.

JlabopaTopnas: |10.1. Hacrpoiika nporokosia LLDP na Mapuipytusaropax. 5
10.2. Hactpoiika mapiipyTr3zaTopa i OTIpaBku syslog-cooOmieHuit Ha 4acoB
yAAJIEHHBIN CEpPBEp.

10.3. Hactpoiika nokansHOTO 3epKanupoBanus (SPAN).

10.4. Hactpoiika oTnpaBKu pe3epBHBIX KONHi (haitioB KOHDUTYpaLuu Ha
TFTP-cepsep.

Bomnpocer: 1. Ins yero Hy»eH npotokona LLDP ?
2. Uem otnuyaeTcs JIOKaJIbHAS pe3epBHAs KOMHUS OT YIaJIeHHOM?

HaumenoBaHue Onucanue Bpems
Tema: 11. llonck U ycTpaHeHHe HEINOoJIA/10K. 3 yaca
Onucanue: 11.1. ITpouenypa noucka u yCTpaHEHHs HEMOJAOK. 3 yaca

11.1.1. CO0p DaHHBIX O CHMIITOMAX.
11.1.1.1. JlokymeHTHpOBaHKE CETH.
11.1.1.2. JIuarpaMMbl TONIOJIOTUU CETH.
11.1.1.3. ba3zoBble moKa3aTenu CeTH.
11.1.1.4. I3mepenune qaHHBIX.
11.1.1.5. Onpoc KOHEYHBIX MOJIb30BATENIECH.

11.1.2. M30smus HEMOIaI0K.
11.1.2.1. Ucnonp3oBanue monenu OSI.
11.1.2.2. MeTtoasl noucka v yCTpaHEHHUS HEMOJIAIOK.
11.1.2.3. CpexnctBa NoUCKa U yCTPAHEHHUS HETOIA0K.

11.1.3.Ycrpanenue Henoaaaok.
11.1.3.1. Ilouck u ycTpaHeHHEe HEMONA0K Ha (HPU3MUECKOM
YpOBHE.
11.1.3.2. Ilouck u ycTpaHEHHUE HEIOJIAI0K Ha KaHAJIIbHOM
YpOBHE.
11.1.3.3. Tlouck u ycTpaHEHUE HEMOJIAI0OK HAa CETEBOM
YpOBHE.
11.1.3.4. Tlouck u ycTpaHEeHHE HEMOJIAI0OK HA TPAHCTIOPTHOM
YpOBHE.
11.1.3.5. Ilouck u ycTpaHeHHE HEMOJIAI0K HAa YPOBHE
MIPUIIOKEHUHN.

11.2. OmmOku Ha KOMMYTaTOpax.
11.2.1. [Ipobnems! ¢ IP-agpecanueit cetu VLAN.
11.2.2. OrcyrcTBytronue cetu VLAN.
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11.2.3. Heronaaku B paboTe mopTa KOMMYTaTopa.

11.2.4. Henomanku B pabote uHTEpPeiica.

11.2.5. Oumbku B [P-agpecarum.

11.2.6. Hemonaaku B HaCTpoilkax KOMMyTaTopa ypoBHS 3.

11.2.7. IlpoGneMsl ¢ TPaHKOBBIMH KaHaJaMHU.

11.2.8. [Ipo6nems! HacTpoiiku STP.

11.2.9. Henonaaku B paboTe arperupoBaHHbIX HHTEP(EHCOB.
11.3. OmmOku Ha MapIIpyTU3ATOPAX.

11.3.1. Omubku B Hactpoiike ACL.

11.3.2. Ommobku B HacTpoiike NAT.

11.3.3. Ommnbku B Hactpoiike DHCP.

11.3.4. Oumo6ku B Hactpoiike GRE.

11.3.5. Oumnbku B HacTpoiike VRRP.
11.4. Tlouck u ycTpaneHue HEMOIAI0K CBs3u B ceTsx IP.

11.4.1. IIpoBepka pU3UUECKOTO YPOBHS.

11.4.2. [IpoBepka agpecaniuy U IUTHO3A.

11.4.3. [IpoBepka paBUIIBHOTO IIYTH.

11.4.4. [IpoBepka TpaHCIIOPTHOTO YPOBHSI.

11.4.5. ITpoBepka DNS.

JlabopaTopHasi: | —
Bomnpochi: 1. PacckaxuTe 0 MeToJie AUarHoCTUKU «CHU3Y BBEPX»?

2. 1514 4ero Hy»HO BECTH >KyPHAJIbI [10 BOSHUKHOBEHHIO HEUCIIPABHOCTEN?
HaumenoBanue Onucanue Bpems
Tema: 12. Texuuveckasi MOJ/IePKKA M IVIAHUPOBAHNE CETH. 3 yaca
Onucanue: 12.1. Pabora TexHu4eckoi moaaepkku MaTepHEeT-poBaiaepa. 3 gaca

12.1.1. Opranuzanus cay0bl oaaepxku MaTepHeT-poBaiaepa.
12.1.2. Posn TexHMYEeCKHUX crieruaincToB MHTepHET-TTpoBaiiepa.
12.1.3. O0uieHue ¢ KINSHTaMU.
12.1.4. Co3nanue 1 UCTIOIH30BAHUE 3aITUCEN CITYKOBI TTOAICPHKKH.
12.1.5. PaGora y kineHTa.
12.2. TlnanupoBanre OOHOBIICHUS CETH.
12.2.1. OcMOTp MECTOIIOJIOKEHUS Oy TyIIel CETH.
12.2.2. JIoKyMEHTHpOBaHHUE TPEOOBAHMIA.
12.2.3. Dramnbl OOHOBIIEHUS CETH.
12.2.4. ®akTopsl pH BEIOOPE YCTPOMCTB M1JIsi HEOOJIBIIION CETH.
12.2.4.1. duzunyeckas cpena.
12.2.4.2. Tlpoknaaka kabens.
12.2.4.3. IIpoeKT npoKiIaaKHu.
12.2.5. Bb1OOp CeTeBBIX YCTPOUCTB.
12.2.5.1. Beibop kommyTaTopa.
12.2.5.2. Beibop mapuipytuszaTopa.
12.2.5.3. HapexxHOCTh U AOCTYITHOCTh CETH.
12.2.5.4. Cxema IP-agpecauum.
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12.2.5.5. IlpucBoeHue apecoB yCTpOMCTBaM.
12.2.5.6. Pe3epBupoBanue cepBepHOU (hepMBbl.
12.2.5.7. llpuoputusanus tpapuka.

12.2.5.8. Haubomnee pacnpocTpaHeHHBIC TPUITOKEHHUS.

JlabopaTopHasi: | —

Bonpocsr: 1. Kakue ypoBHU TEXHUUYECKOM MOAIEPKKH Bbl 3HaeTe?
2. CKOJBKO CHELUAIUCTOB JOKHO MPUOBITh K KIIMEHTY, €Cli TpeOyeTcs
BBIMOJIHATH paOOTHI Ha BBICOTE?
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4. MaTepuajibHO-TeXHUYECKHE YCJIOBHSA PeaTu3aluu NporpaMMbl

HaumeHoBaHue crieliHATH3UPOBAHHBIX
ayJIMTOPHIi, KAOMHETOB, JJA0OpPaTOPHIi

Buj 3ansarun

HaumenoBanue 000py10BaHus U
NMPOrpaMMHOI0 odecrnedeHust

1 2 3
Jleknuu, KomnibroTepsl, MyJIbTUMETUMHBIN
Aynutopus: 402, 403, 404, 405, 406, 1a00paTOPHBIE | MPOEKTOP, SKpaH, A0CKa, MIAHIIET JJIs
407, 408. u pUCOBaHUA.
MPaKTUYECKUE
3aHATUA
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5. YueOHoO-MeTOAMYeCKOe 0OecIieYeHre MPOrpaMMbl

OCHOBHbBIE HCTOYHUKH JIUTEPATYPbI:
1. Request for Comments («RFC) — cepus myOmukamuy OCHOBHBIX MEXIYHApOJHBIX OpPTaHOB IO
TEXHUYECKOH pa3paboTKe U YCTAaHOBIICHUIO CTaHAAPTOB s IHTEepHETA.
2. «RFC 768 User Datagram Protocol», 1980- 3 c. Ccwuika: https://www.rfc-editor.org/rfc/rfc768.txt
3. «RFC 791 Internet Protocol», 1981 - 45 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc791 .txt

4. «RFC 792 Internet Control Message Protocol», 1981, - 21 c¢. Ccpuka: https:// www.rfc-
editor.org/rfc/rfc792.txt
5. «RFC 793 Transmission Control Protocol», 1981. - 85 <c¢. Ccpuka: https://www.rfc-

editor.org/rfc/rfc793.txt

6. «RFC 826 Adress Resolution Protocol», 1982. - 10 ¢. Ccpinka: https://www.rfc-editor.org/rfc/rfc826.txt

7. «RFC 1071 Computing the Internet Checksum», 1988 - 24 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc1071.txt

8. «RFC 1180 A TCP/IP Tutorial», 1991. - 28 c. Ccpinka: https://www.rfc-editor.org/rfc/rfc1180.txt

9. «RFC 1517 Applicability Statement for the Implementation of Classless Inter-Domain Routing (CIDR)»,
1993. - 4 c. Cepuika: https://www.rfc-editor.org/rfc/rfc1517.txt

10. «<RFC 1661 The Point-to-Point Protocol (PPP)», 1994. - 52 c¢. Cceuka: https://www.rfc-
editor.org/rfc/rfc1661.txt

11. «RFC 1812 Requirements for IP Version 4 Routers», 1995.- 14 c. Ccopuika: https://www.rfc-
editor.org/rfc/rfc1812.txt

12. «RFC 1918 Address Allocation for Private Internets», 1996 — 9 c¢. Ccruika: https://www.rfc-
editor.org/rfc/rfc1918.txt

13. «RFC 2827 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofing», 2000. - 10 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc2827.txt

14. «RFC 3514 The Security Flag in the IPv4 Header», 2003. - 6 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc3514.txt

15. «RFC 3704 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofingy», 2004. - 16 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc3704.txt

16. «RFC 4033 Security DNS», 2005. - 21 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc4033.txt

17. «RFC 6840 Security DNS», 2013. - 21 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc6840.txt

18. «<RFC 4020 Early IANA Allocation of Standards Track Code Points», 2005. - 7 c. Ccbuika:
https://www.rfc-editor.org/rfc/rfc4020.txt

19. «RFC 4027 Domain Name System Media Types», 2005. - 6 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc4027.txt

20. «RFC 1059 Network Time Protocol wversion 1», 1988. - 58 c¢. Ccpuika: https:// www.rfc-
editor.org/rfc/rfc1059.txt

21. «RFC 1119 Network Time Protocol version 2», 1989. - 1 c¢. Cceuika: https:// www.rfc-
editor.org/rfc/rfc1119.txt

22. «RFC 1305 Network Time Protocol wversion 3», 1992. - 96 c¢. Ccpuika: https:// www.rfc-
editor.org/rfc/rfc1305.txt

23. «<RFC 2131 Dynamic Host Configuration Protocol», 1997. - 45 c. Cceuika: https:/www.rfc-
editor.org/rfc/rfc2131.txt

24. «RFC 2540 Detached Domain Name System (DNS) Informationy», 1999. - 6 c¢. Ccpinka: https:// www.rfc-
editor.org/rfc/rfc2540.txt
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25. «RFC 2556 OSI connectionless transport services on top of UDP Applicability Statement for Historic
Statusy», 1999. - 4 c. Ccpuika: https:// www.rfc-editor.org/rfc/rfc2556.txt

26. «RFC 2577 FTP Security Considerations»y, 1999. - 8 «c¢. Ccpuika: https:// www.rfc-
editor.org/rfc/rfc2577.txt

27. «RFC 2581 TCP Congestion Control1», 1999. - 14 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc2581 .txt

28. «(RFC 2659 Security Extensions For HTML», 1999. - 4 c. Ccpbuika: https://www.rfc-
editor.org/rfc/rfc2659.txt

29. «kRFC 2663 Network Adderss Translation», 1999. - 30 c¢. Ccbeuka: https://www.rfc-
editor.org/rfc/rfc2663.txt

30. «RFC 2821 Simple Mail Transfer Protocol», 2001. - 79 c. Ccpuka: https:/www.rfc-
editor.org/rfc/rfc2821 .txt

31. «kRFC 2993 Network Adderss Translation», 2000. - 29 <c¢. Ccpuika: https:/www.rfc-
editor.org/rfc/rfc2993 txt

32. «(RFC 4787 Network Adderss Translation», 2007. - 29 c¢. Cceuka: https:/www.rfc-
editor.org/rfc/rfc4787 txt

33. «(RFC 1350 Trivial File Transfer Protocoly, 1992. - 11 «c¢. Ccbuka: https://www.rfc-

editor.org/rfc/rfc1350.txt

34. «RFC 1157 A Simple Network Management Protocol Version 1», 1990. - 36 ¢. Ccbuika: https://www.rfc-
editor.org/rfc/rfcl1157.txt

35. «RFC 1441 A Simple Network Management Protocol Version 2», 1993. - 14 c. Ccbuika: https://www.rfc-
editor.org/rfc/rfc1441.txt

36. «RFC 2554 SMTP Service Extension for Authentication», 1999. - 11 c¢. Ccruika: https://www.rfc-
editor.org/rfc/rfc2554.txt

37. «RFC 2570 A Simple Network Management Protocol Version 3», 1999. - 23 ¢. Cebuika: https://www.rfc-
editor.org/rfc/rfc2570.txt

38. «RFC 4084 Terminology for Describing Internet Connectivity», 2005. - 11 c. Ccbuika: https:/www.rfc-
editor.org/rfc/rfc4084.txt

39. «RFC 4113 Management Information Base for the User Datagram Protocol (UDP)», 2005. - 19 c.
Ccruika: https://www.rfc-editor.org/rfc/rfc4113.txt

40. «RFC 4197 Requirements for Edge-to-Edge Emulation of Time Division Multiplexed (TDM) Circuits
over Packet Switching Networksy», 2005. - 24 ¢. Ccpuika: https://www.rfc-editor.org/rfc/rfc4197 .txt

JlonoJIHUTeIbHBIEC PpEeKOMEH1yeMble HCTOYHUKH JIUTEPaTypPhl:

1. Omudep B. T'. «KommbrorepHbie ceTu. [IpUHIIUITBIL, TEXHOJIOTHH, TIPOTOKOJIBL: YISOHUK TS By30B», B.T.
Omudep, H. A. Omudep. - 4-¢ u3z. - CII0. : [Turep, 2017. - 944 c.

2. bapunos, B.B. «Komnerorepasie cetu: YueObuuk» / B.B. bapunos, N.B. bapunos, A.B. IIpoaerapckuii.
- M.: Academia, 2018. - 192 c.

3. Hosoxwunos, E.O. «Kommnbiotepusie cetu: Yueonoe nocobue» / E.O. HoBoxunos. - M.: Akagemus,
2018.-176 c.

4. Tanenbaywm, O. «KommbrorepHbie cetu» / J. Tanerbaym. - CII6.: [Tutep, 2019. - 960 c.

5. JuGpos, M. B. «KommbloTepHbIe CETH U TeICKOMMYHHKaUK. MapipyTusamus B ip-ceTsx B 2 4. YacTb
1 : yueGHuk u npaktukym s CI10» / M. B. lubpos. — M. : U3aarensctBo IOpaiit, 2019. - 333 c.

6. Henyxun, O.1. «O6HapyKeHHE BTOPKEHHUI B KOMIIBIOTEPHBIC CETH (CETeBbIE aHOMAIHK): YdeOHOe
nocobue s By3os» / O.M. Hlenyxun, . )K. Cakanema, A.C. ®ununosa. - M.: I'op. nunus-Tenekom, 2013. -
220 c.
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6. OneHka KayecTBa 0CBOCHUS IPOrPaAMMBbI

OI_[eHKa KaueCTBa OCBOCHUA MPOrpaMMbl OCYHICCTBIIACTCA B BUAC TCCTOBBIX 3aI[aHI/II71 II0 OCHOBHBIM
Borpocam. OTBeTUBIIKE HA 75 1 60Jee MPOIIEHTOB, MOJIYYarOT 3aU€ET.
[Ipumepsl BOIIPOCOB TECTOBOIO 3aAaHUS:

6.1. IIpumeps! BONIPOCOB, BBIHOCUMbIX HA HTOTOBYIO ATTECTALIUIO:

1. Kakoif 5orun/maponb HWCHONB3yeTCs JUIs BXOJa TMpH MOAKIIOUYEHHH 10 console K
Mapupytuzatopy ESR?

2. Tlocne mpuMeHeHUs KaKOM KOMaH/Ibl IPOMCXOAMUT KONMMpOBaHUe running-config B restore-config
u xonupoBanue candidate-config B running-config?

3. Kakme peiicTBus HEOOXOOUMO COBEPIINTh HA KOMMYTaTtope, 4ToObl momkimtodeHHbri [IK
paboTan B ceTH KOPPEKTHO, €CIIM MOPT KOMMYyTaTopa HacTpoeH B pexxume Trunk?

4. Kakas uHpopmanus o0 ajapecax 3alUCBIBAETCS KOMMYTAaTOPOM JJIsi COCTaBJIEHHS TaOJIUIIbI
MAC-aapecos?

5. B kakux JOByX cllydasX KOMMYTaTOp MEpeluieT Kaap U3 KaXJI0oro mopra, KpoMe mopra, 4epes
KOTOPBIN 3TOT KaJip OBLI TOJTydeH?

6. Kakoii anpec ucnonb3yeTcss MapLIpyTU3aToOpOM I IEPECHIIKU TAKETOB MEXAY CETAMU?

7. AJMHUHUCTpATOp BBOIUT KOMaHAy show ip route Ha mapmpyTtuzatope. Kakue cBegenus OyayT
BBIBEJICHBI Ha dKpaH?

8. Kak Ha3pIBaeTcs MHTEpdeEiic, cocTosIuUI U3 TUIIAa U HoMepa (u3nyeckoro nutepgeiica, a Takxke
OTrpaHUYMBAIONINI MIMPOKOBEIIATENIbHBIN TOMEH ¢ oauHapHbIM VLAN-Terom?

9. Kak Ha3bpIBaeTcsl BUPTYyaIbHbIA HHTEPPEIC, 32 KOTOPHIM HET IMIMPOKOBEIIATENLHOTO J0MeHa?

10. Kakne npenMyIecTBa UCIOJIb30BaHNS CTATUYECKUX MAPLIPYTOB?

11. Kakoe 3nauenue Preference mo ymosganuto ucrnonssyercst uist RIP?

12. C noMOIIbI0 KaKOW KOMaH/bl MOKHO TOCMOTPETh MapLIPYThl TAOIHIIBI MapIIPYTU3ALIH?

13. YKaxkute NOpEeuMyLIECTBO HCIOJNb30BAaHUS CYMMApHBIX MapuIpyToB i OOBbEIMHEHUS
HECKOJIBKHX CETEU B €IUHYIO CETh.

14. B uéM 3aknrovaercs Ha3HauYeHUE NakeToB puBeTcTBUs OSPEF?

15. B xakoMm nopsiike oopabaTsiBatoTcs npasuia ACL?

16. Yto nmpou3oHaeT, eciau Ha BXOA MHTepdeiica MapupyTu3zaropa, Ha kKotopoM HacTpoeH ACL u3
HECKOJIBKHX MPaBUJI, IOCTYNAET MMAKET, HE COOTBETCTBYIOIIUN TEPBOMY MPaBHITYy?

17. Yro Takoe ACE?

18. Kakas rexHosorus ooecneunBaeT pe3epBUpOBaHUE U032 110 YMOJTYaHHIO JUIsl JIOKAJIbHOM ceTH?

19. Kakoil mpoTOKOJI MOXKHO UCIIOJIb30BATh ISl PE3EPBUPOBAHMS U IIPEJOTBPALLEHUS TIETENb MEXKIY
KOMMYyTaTopamu?

20. Kakas ponp HazHayeHa MOPTY KOMMYTATOpa ¢ CaMOM HU3KOH CTOMMOCTBIO JIJIsi JOCTHUKEHUS
KOPHEBOro Mocra?

21. Kakoil koMaH/10#1 BKJIFOUAETCs yIalIEHHOE 3epKAIMPOBAHUE?
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7. CocTaBuUTEIM POrPAMMBI

Jlns mpoBeneHus 3aHATUM 10 TporpamMMe MPHUBJIEKAIOTCSA MPENoaaBaTeId, UMEIOIUe OOIbIION
OTIBIT METOAMYECKON JACATEIHHOCTH U CEPTUDUIIMPOBAHHBIC MTPETIOAABATEIHN C MPAKTUYECKUM OTIBITOM
pabotsl B IT-oTpacnu.

CocraBuTenu nporpamMmmsi:

1. KonoBano AntoH CepreeBuu
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